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*Please address all correspondence to Brian Recent advances in artificial intelligence (AI), driven mainly by deep neural net-
' (Email: brian.hu@kitware.com) or works, have yielded remarkable progress in fields such as computer vision, natural

Anthony Hoogs (Email:

hony. hoogs @kitware.com) language processing, and reinforcement learning. Despite these successes, the inabil-

ity to predict how Al systems will behave “in the wild” impacts almost all stages of
planning and deployment, including research and development, verification and val-
idation, and user trust and acceptance. The field of explainable artificial intelligence
(XAI) seeks to develop techniques enabling Al algorithms to generate explanations
of their results; generally these are human-interpretable representations or visualiza-
tions that are meant to “explain” how the system produced its outputs. We introduce
the Explainable AI Toolkit (XAITK), a DARPA-sponsored effort that builds on
results from the four-year DARPA XAI program. The XAITK has two goals: 1)
to consolidate research results from DARPA XAI into a single publicly accessi-
ble repository, and 2) to identify operationally-relevant capabilities developed on
DARPA XAI and assist in their transition to interested partners. We first describe the
XAITK website and associated capabilities. These place the research results from
DARPA XAl in the wider context of general research in the field of XAl and include
performer contributions of code, data, publications, and reports. We then describe
the XAITK analytics and autonomy software frameworks. These are Python-based
frameworks focused on particular XAI domains, and designed to provide a single
integration endpoint for multiple algorithm implementations from across DARPA
XAI Each framework generalizes APIs for system-level data and control while pro-
viding a plugin interface for existing and future algorithm implementations. The
XAITK project can be followed at: https://xaitk.org.
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1 | INTRODUCTION

Despite significant progress in the past few years, machine learning systems are still often viewed as “black boxes,” which lack
the ability to explain their output decisions to human users. In high-stakes situations such as healthcare, criminal justice, and
autonomous driving >3, there is a need for explainable AI (XAI) tools that can help open up this black box. XAl is the field of
machine learning that tries to make deep learning models more interpretable*>%7. In doing so, XAI helps end users understand
and appropriately trust machine learning-based systems, bridging Al capabilities and operational needs (Figure 1). This aligns
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well with the United States Department of Defense’s push to adopt a set of five ethical principles for the development and deploy-
ment of autonomous systems®: responsible, equitable, traceable, reliable, and governable. The use of tools and resources from
the field of XAl has the potential to inform many of these principles, and can help build appropriate user trust and understanding
when designing and using autonomous systems.

Although several different taxonomies of explanation methods have been proposed, explanations generally fall into differ-
ent categories based on their scope and mechanism. Local explanations provide interpretations of individual data points (e.g.
images), while global explanations try to summarize models at the dataset level. Explanations can either be white-box or black-
box, depending on the amount of access to the model the explanation requires. Black-box methods are model agnostic and can
' applied more generally, while white-box methods often require the computation of model gradients. As an alternative to
post-hoc explanation methods, models can also be made to be interpretable in the first place>3.

We propose a process for developing the Explainable Al Toolkit (XAITK). The goal of this toolkit is to capture and maintain
the technical content developed under the DARPA XAI program®!°, and to facilitate the transition of appropriate technology to
" _terested partners. Current approaches, such as Al Explainability 360! (https://github.com/IBM/AIX360/) and InterpretML >
(https://github.com/interpretml/interpret), focus on the researcher and deliver a unified experience of explainable Al capabilities
via Jupyter notebooks. The XAITK project will complement this approach, engaging with transition partners to identify imple-
= 2ntation pathways which directly address their needs. If successful, this project will provide a dynamic, evolving mechanism
for continued application of explainable Al techniques to a wide array of problems and use cases across multiple domains.

In summary, the Explainable AI Toolkit (XAITK) has two main objectives: (1) to collect and curate the diverse research
products of the four-year DARPA Explainable Al (XAI) program, and (2) to transition selected XAl capabilities to address
t-> operational requirements of transition partners. The toolkit will contain XAl-specific capabilities and will also be a com-
mon, searchable framework that will provide scientific and technical guidance for understanding and deploying Al technology.
Potential end users of the toolkit include transition partners within industry and government, researchers/engineers in the field
of XAl, and other policy and decision makers. We believe that the XAl toolkit will be of broad interest to anyone who wants to
deploy Al capabilities in operational settings and needs to validate, characterize and trust Al performance across a wide range

‘real-world conditions and application areas.

2 | OVERVIEW OF THE TOOLKIT

Next, we present an overview of the XAITK, including the proposed design process and toolkit components. In developing
uie XAITK, key technical challenges include the diversity of approaches and techniques for XAl, and providing technologies
" a structure flexible enough to allow rapid development yet focused enough to integrate into production systems as easily
as possible. We will address these challenges primarily via a structured, collaborative process allowing XAI team members
w cutribute artifacts and capabilities to an organized repository. We further plan to maximize the utility of the XAITK by
developing software libraries providing XAl algorithms to clients via domain-specific APIs.

Framing the collective output of the DARPA XAI program as a toolkit gathers all program artifacts, including but not limited
to software, into a single paradigm for inter-linked documentation, dissemination, and curation. As shown in Figure 2, non-
< ftware components such as publications, summary reports, and data sources can be viewed as “tools” which integrate at a
different level from software, and whose user base is different from the typical software developer. However, these components
w >re developed in the same ecosystem as XAl program software; folding them under the “toolkit” umbrella preserves that
—cosystem. Some of these artifacts, such as publications and summary reports are essentially static. Others, such as data sources,
may be managed by organizations outside the toolkit management purview. It is likely that the software and model components
ot the toolkit will be the most dynamic, and correspondingly require the most active management.

In developing the XAITK, we will work with the larger DARPA XAI community by creating an XAl Toolkit Working Group
(ATWG). The XTWG will be responsible for the curation of different toolkit artifacts as well as the development of domain-
specific software frameworks. Figure 3 diagrams the organizational structure of the working group in support of the overall XAl
toolkit effort. The anticipated output of the toolkit and this working group includes: a set of XAITK Concept of Operations
(ConOps) and Design Plan documents, the XAITK Artifact Repository (Sections 3.1 and 3.2), and software implementations
of XAI technologies, suitable for integration into larger systems (Sections 3.5 and 3.6). The toolkit will also actively address
transition efforts and strive to incorporate feedback from interested partners into the XAITK design process as early as possible
(Section 4). We will describe each of these processes and components of the XAITK in more detail below.
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3 | TOOLKIT COMPONENTS

3.1 | Non-software Artifacts

As discussed above, the toolkit will explicitly include non-software components. All of these artifacts will be stored in a com-
prehensive, centralized, user-accessible artifact repository that links related items. This repository will be accessible to users

1a a public-facing website: https://xaitk.org. We anticipate that subsequent management of these assets will involve periodic
andits to ensure they are up-to-date. Assuming an artifact taxonomy similar to that in Figure 2, the Design Document will
specify an appropriate “artifact lifecycle” for each class, addressing identification, acquisition, integration, documentation, and
maintenance. For example, XAl publications would be reviewed for follow-on or related papers, datasets would be checked for
uccessibility or revisions, material related to subject studies would be updated as appropriate, and so on. Note that relative lev-
'3 of effort required for each artifact class in Figure 2 are different. In particular, while datasets and publications are an integral
part of the final XAITK, we anticipate that software will occupy most of the XTWG’s attention.

3.2 | Software Artifacts

All software generated on the program should be, at a minimum, organized and checked into the toolkit. This would achieve

2 rightmost level of integration shown in Figure 4, in which the software exists as independent research modules. Figure 4
also shows possible further integration goals, ranging from developing a common API for functionally equivalent modules,
through providing common system-level services such as GUI elements and data storage, all the way to complete integration
within a unified prototype system. Choosing a target level of integration depends on many factors, but there is an inflection point
where the balance tips from a “bottom-up” synthesis of XAl software into increasingly integrated modules, towards supporting
a ‘top-down” goal of a complete system with XAI features.

o.3 | Benefits of Contributing to the Toolkit

3 with most fields of machine learning, the field of explainable Al is somewhat fragmented, with papers and code scattered
across multiple locations on the web. In contrast, the XAl toolkit offers a centralized and well-curated collection of papers,
datasets, and code that also serve as artifacts tracking the history of the four-year DARPA XAI program. Figure 5 shows an

lew of capabilities within the toolkit, which are searchable by either keyword tag or through an interactive concept map.

Each capability contains associated paper and software resource pointers, as well as additional detailed metadata and information
a' out the contribution, its intended use case, data and model considerations, as well as limitations. Both software and non-
software contributions to the toolkit will help to further advance the field of explainable Al by collecting this research and
ki owledge into a central location and making it publicly available to a wide variety of users across academia, industry, and
sovernment. Additionally, by adding their capabilities to the toolkit, contributors: 1) can help support open-source, transparent,
and reproducible XAl research, 2) benefit from searchability and discoverability of their contributions as part of a larger toolkit,
.d 3) go from research to production through possible transition to industry and government partners. Finally, by creating an
open and relatively simple process for submitting contributions to the toolkit, we hope to ensure the long-term sustainability

_d adaptability of the toolkit as the field of XAI matures.

3.4 | Software Framework

Packaging implementations of research capabilities as toolkits facilitates potential partner evaluation and can highlight integra-
tion opportunities and challenges. Existing toolkits for XAlL such as AIX360!!, focus on enabling algorithmic exploration for the
researcher, using Jupyter notebooks as an interface for analyses and visualization. This generic approach accommodates many
XAI paradigms, but explicitly targets education and demonstration rather than transition or deployment. There is space for a
complementary framework approach which provides systems and integration support for exploring a narrower set of algorithms
that operate in more applied environments. Such a framework would act as middleware for selected classes of XAl algorithms,
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providing not only common data types and APIs for more task-specific input and output modalities, but also supporting lifecycle
operations required for application integration such as configuration, session management, and resource allocation. There is also
opportunity for such a framework to assist in evaluation tasks, by providing a centralized location to collect and report various
metrics. By creating a common software framework, specialized applications can natively access a suite of framework-enabled
XAI implementations with minimal disruption to the application’s original user interface and workflow.

We propose to develop an XAl framework pattern, which implements selected XAI techniques in domain-specific frame-
works which abstract the algorithms and applications from each other. Each framework would be scoped to support a class of
XAl techniques: for example, one framework might support saliency maps via perturbation algorithms; another might support
- plainable reinforcement learning. This framework pattern is divided into two layers, the general XAI Domain Descriptor and
the specific Domain Implementations. The Domain Descriptor is a mixture of human- and application-interpretable metadata
ucscribing specific domain implementations, such as free-form text describing the domain, data types, visualization and interac-
tion methods, and so forth. These capabilities are provided by the software in the Domain Implementation. Separating the overall
" Al algorithm into a generalized descriptor and a domain-specific implementation allows a measure of discoverability through
methods such as automatically-generated documentation. This approach also allows for multiple levels of abstraction and visi-
bility for any given XAI capability. For example, a researcher or developer may require different information about a capability
~ mpared to someone who is responsible for planning, assessment, or evaluation. The presentation of information at multiple
levels allows end users to evaluate whether or not to use an algorithm, focusing on implementation details only when necessary.

3.5 | Analytics Domain Implementation

Saliency maps are a form of visual explanation which attempts to provide the user insight into which input regions the model pays
attention to during the prediction process. For computer vision models, various saliency algorithms have been proposed as forms
of XAI which can highlight regions of the input image responsible for the model’s output decision !3!141>-16 While most XAI
techniques in this area have been developed for the task of image classification (e.g. Grad-CAM '), there has been an increasing

sh to create explanations for other image understanding tasks, including object detection!” and image similarity !3:19-20:21.22,
A notional architecture diagram for an analytics domain implementation is shown in Figure 6, here supporting saliency maps as
an example. On the client side (right), the framework provides hooks for configuration, supplying lists of images, receiving lists
o' saliency maps, etc. On the XAI algorithm side (left), the framework provides hooks for startup and shutdown of individual
.igorithm instances, access to raw pixel data, etc. The framework insulates the client from allocating and managing algorithm
instances, and insulates the algorithm developer from issues such as configuration, accessing and decoding client data, and
disposition of algorithm output.

o«  Autonomy Domain Implementation

D ep reinforcement learning seeks to learn generalizable action policies that can control autonomous systems in different
cnvironments. Several XAl techniques have been developed to explain the behavior of these deep reinforcement learning sys-
tems 23242326 Figure 7 shows a notional diagram of an example autonomy domain implementation, enabling exploration of

itical state algorithms?? for reinforcement learning as an example. Here we assume the client application is specialized to the
task at hand (e.g. a video game, self-driving vehicle, etc.) and that the framework is enabling a comparison between different
a2’ yorithms.

4 | TOOLKIT TRANSITION EFFORT

In parallel with toolkit development, we anticipate that transition efforts will be identifying and reaching out to potential partners.
As described below, we expect these interactions to influence XAITK design and implementation at several levels as work
progresses. By working closely with interested partners, the XAITK will be able to identify domains, datasets, and workflows
which could benefit from XAI and the XAITK. Toolkit development will be driven by these use cases, ensuring that the research
code generated by the DARPA XAI program can be productionized and used in deployed systems. Figure 8 shows potential use
cases of XAl with varying points of system integration. Explanations can be presented for the underlying data as a form of pre-
processing, help create interpretable models as part of the system itself, or be presented to users in a post-hoc manner, such as



| s

for methods like saliency maps. Combinations of each of these approaches can also be used. Identifying the level at which XAI
is used is critical for understanding potential use cases and the anticipated level of system integration required.

We anticipate that the transition effort will include outreach and education, development, dataset integration, codebase inte-
gration, and evaluation on partner data. Transition of the XAITK will require identifying likely partners, and engaging with
them to describe current and near-term XAl capabilities. We will also explore opportunities where XAl could benefit these part-
ners. Following identification of interested partners, detailed analysis of partner workflows to identify specific scenarios where
XAl can help and estimation of the work required vs. expected benefit, resulting in a decision whether or not to proceed fur-
ther. If there is continued interest, the XAITK will work closely with the partner’s existing data and software infrastructure. The
= rtner provides relevant data, which could be used to assess XAITK performance, train models, and highlight software engi-
neering issues required for further integration (such as file formats, metadata, etc.) There will be continued in-depth discussions
ui software integration pathways and requirements. The XAITK team will have to understand details on software environments,
ecpecially for working on non-public or restricted data. XAITK will also identify possible avenues for demonstrations and eval-

ations to allow broad dissemination of the capabilities present within the toolkit (regardless of integration level). As a final
goal, we will also pursue formalized evaluation of XAITK capabilities on partner-supplied data, either qualitative (with ground-
truth) or quantitative (using SME / analyst assessment, questionnaires, etc.) In all of these efforts, the XTWG will serve as an
~tive liason between transition partners and DARPA.

5> | DISCUSSION

We believe the XAl toolkit will be a valuable asset to the larger explainable AI community within academia, industry, and
government. We envision a wide array of users, ranging from researchers, model developers, system integrators, to policymakers
and other stakeholders. The toolkit fills a critical need when transitioning and deploying Al systems by providing an open-source
collection of state-of-the-art explainable Al tools and resources, initially building off prior work from the DARPA XAI program.
" portantly, the toolkit aims to cover the entire Al lifecycle, with a set of techniques that can integrate with data and models at
th= pre-processing, design, training, and operation stages, all the way through to the final testing and evaluation of models. Due
(0 its open-source nature, the toolkit is easily extendable to new algorithms and findings as the field of XAl evolves, which will
also help with its long-term sustainability, growth, and community adoption.

Building a sustainable, open-source XAl toolkit is a huge undertaking. Risks include lack of participation from DARPA
XAI performers in the XAITK design process; failure by those performers to integrate contributions into a coherent repository;
and potential transition partners not engaging with the program. We will address the first two risks via early outreach to the
DARPA XAI community and making it clear that we view XAITK development as a collaborative, transparent process. We will
leverage the work already done by the program office soliciting potential contributions from the community. The risk of lack of
cugagement by transition partners will also be addressed by early outreach, assisted by other contacts through the program office.

The XAITK effort represents an ambitious effort to not only collect and curate the various software and non-software artifacts
~om the DARPA XAI program, but to also provide domain-specific software frameworks that integrate multiple analytics and
autonomy algorithms. The hope is that these algorithms can then be transitioned to different partners, helping bridge nascent Al
o pabilities and real-world operational needs. Finally, the XAITK effort represents a larger process and is not simply a product.
We envision the XAITK to be an open-source resource that will benefit the larger XAI community by collecting research and
le ssons learned from the field of XAI. We welcome the XAI community’s participation and feedback in this effort.
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How XAI can help AI help users. XAl serves as a critical bridge between state-of-the-art Al capabilities and
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to different use cases including image analysis, remote material handling, and logistics, which can involve both
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Components of the XAI Toolkit address a spectrum of program artifacts. Non-software artifacts include publi-
cations, reports and guidance, and data sources. Software artifacts include domain-specific software frameworks
(e.g. for analytics and autonomy) as well as demos of different XAl capabilities. The diagram represents the
anticipated toolkit contributions from the different DARPA XAI performer teams shown to the right. . . . . .
Organizational structure for the XAI Toolkit Working Group (XTWG). The XTWG (blue box) is notionally
responsible for collecting and curating the different artifacts (e.g. publications, datasets, software, etc.) from the
DARPA XAI program (bottom row). The XTWG also acts as a liason between DARPA and potential transition
partners (gray ovals), identifying relevant XAl use cases that can inform toolkit design. . . . . . . ... . ...
Degrees of software integration. Planned contributions to the XAI toolkit span a wide spectrum, ranging from
independent modules to completely integrated systems. Based on an initial assessment of these contributions,
we have grouped together certain contributions and placed them along the software integration spectrum. For
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example, there are many planned contributions around saliency, making a common software framework possible. 12

Overview of capabilities within the XAl toolkit (viewable on https://xaitk.org). (A) Capabilities are searchable
and grouped together by keyword tag. (B) Capabilities are also organized using an interactive concept map,
linking related sets of capabilities and guiding users on how to select the appropriate tool or resource. (C) An
example capability is shown with paper and software resource pointers to the left and associated metadata. . . .
Notional architectural framework for saliency maps based on image perturbations. On the right, the client sup-
plies configuration information (including algorithm selection and resource identifiers such as GPU limits, image
access information, etc.) On the left, the XAl algorithm developer has coded against an API supplying raw image
data. In the middle, the framework handles requests for multiple results by launching per-image instances of the
XAl algorithms, ensuring GPU limits are respected, providing status information to the client. . . . . . .. ..
Notional architectural framework for critical state evaluation?® of deep reinforcement learning systems. The
implementation follows a similar pattern as that for the analytics domain, consisting of a client application which
handles configuration and API requests that allows for the evaluation of multiple XAI algorithms. . . . . . ..
XAI system integration points. Each diagram shows a different XAl use case (clockwise, starting from the lower
left): XAl as pre-processing (e.g. explaining the data), XAl as part of the system (e.g. inherently interpretable
models), XAl as post-hoc explanation (e.g. visual saliency maps), and XAl as a combination of all the previous
methodS. . . . .
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should trust the VOA system.

ErorCam attention maps.

Refnforcement
Learning

4 gnitive Models for Common Ground Modeling

% mode bolh the Al and acommon o reveal their
respective mental models

Rescarch
Methods

‘The SOBERT VOA model takes an image (RGB, normalized and resized to 224x224) and a
natural language question (string) as the input, and retuns a natural language answer as the.

oulput (string, selected from a pool of 3129 comman answers). A detailed listof Interfaces for
Forida developers is provided in the README fil of the reposilory.

(A) Capabilities by tag (B) Capabilities by (C) Example capability
concept map

_TGURE 5 Overview of capabilities within the XAl toolkit (viewable on https://xaitk.org). (A) Capabilities are searchable and
oronned together by keyword tag. (B) Capabilities are also organized using an interactive concept map, linking related sets of
capabilities and guiding users on how to select the appropriate tool or resource. (C) An example capability is shown with paper
ar d software resource pointers to the left and associated metadata.
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algorithm TramekRl client

configuration configuration

Image queuing; image list

multiple XAl [ GPU alocation; _ o
algorithm — als client application
instances  ——— scheduling; etc. result list

algorithm ——— > client session
resources freed ends

FTGURE 6 Notional architectural framework for saliency maps based on image perturbations. On the right, the client supplies
configuration information (including algorithm selection and resource identifiers such as GPU limits, image access information,
etc.) On the left, the XAl algorithm developer has coded against an API supplying raw image data. In the middle, the framework
__.ndles requests for multiple results by launching per-image instances of the XAl algorithms, ensuring GPU limits are respected,

providing status information to the client.
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icle

GURE 7 Notional architectural framework for critical state evaluation? of deep reinforcement learning systems. The imple-
entation follows a similar pattern as that for the analytics domain, consisting of a client application which handles configuration
" and API requests that allows for the evaluation of multiple XAI algorithms.
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XAl as Part of System XAl as Post-Hoc
XAl Interacts
with System
Al/ML Systems Black Box .
< pata_> [ ] 2 XAl [ )
Al/ML Systems

Model Design,
Training, Operation

XAl as Pre-Processing XAl Combination

Al/ML Systems

(Data
‘ Al/ML Systems Bla;l;?ox ‘

XAl on Data XAl Interacts
Pre-Processing with System

XAl on Data
Pre-Processing

1r1uURE 8 XAI system integration points. Each diagram shows a different XAl use case (clockwise, starting from the lower
left): XAl as pre-processing (e.g. explaining the data), XAl as part of the system (e.g. inherently interpretable models), XAl as
ost-hoc explanation (e.g. visual saliency maps), and XAl as a combination of all the previous methods.
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